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By Peter Faulkner
LAST year criminals stole £500 million from
people's accounts leaving more and more
residents concerned about how to protect
their money.

And with card fraud rising yet again, every-
one is worried that the fraudsters are win-
ning. 

Maybe no more...
Card fraud – where criminals get hold of

your details and then use them to take money
out of your account – could be a thing of the
past thanks to a French bank .

At present fraudsters need only copy down
the details on the back of your credit card –
the three security numbers -  to be able to be
able to buy a lot, and rather quickly, before
you even notice that your money has been
spent.

Now a French bank is attempting to keep its
customers safe, by introducing new high-tech
ebank card that has one very special fea-
ture...the 3-digit security code on the back of
the card changes every hour.

This means that by the time a fraudster has
jotted down your card details and accessed a
computer to start a spending spree, the
details would already be out of date.

The game-changing technology comes from
Oberthur Technologies, a French digital secu-
rity company that has developed what they
call a ‘MotionCode’ card.

While the card looks and feels like the type
of regular credit or debit card you already
own, the back of the card has a digital win-
dow which displays three digits.

This number is programmed to change
every hour, for three years - rendering the

previous three digits worthless.
And it is hoped it will be trialled in Britain

very soon.
The company says that as most fraud hap-

pens a few hours or days after you’ve had
your card details recorded, plumping for a
MotionCode card could mean the difference
between having your money stolen and keep-
ing your account under lock and key.

Société Générale and Groupe BPCE (two of
the country’s biggest banks) are preparing to
roll out the card this year, having run success-
ful trials in 2016.

The only issue? If you like to have your bank
card details memorised so you can do your
internet shopping anywhere, anytime - you’ll
have to go back to checking your card with
every purchase.

A small price to pay!

Unique card idea is très bon
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US scams shocker
NASDAQ has acquired London-based regula-
tory technology firm Sybenetix which uses
algorithms to catch rogue traders.

The Stock Exchange said it is paying an
undisclosed amount and intends to fund the
purchase with cash. 

“Nasdaq is investing in the technologies,
talent and capabilities that solve the com-
plex challenges our clients face," said Adena
Friedman, president and CEO of Nasdaq.

Sybenetix, based in Union Street,
Bankside, uses algorithms to learn individual
or group behaviour at an organization. The
software can then detect any unusual trad-
ing behaviour and report that to the compli-
ance team. 

For whom the bell tolls
ARE you planning to drive up to Liverpool in
the near future? If you are make sure you
pay the toll in advance – and and you pay
the right call centre.

The warning comes as the merseyflow
team is cracking down on a fake website and
phone number that has been set up online
claiming to be the official Mersey Gateway
and Silver Jubilee Bridges site. 

The team has reported the bogus site and
number to the police, who have urged every-
one to be vigilant of scammers. 

Anthony Alicastro, chief executive of
merseyflow, said: “We know that there are
some criminals trying to set up fake numbers
and websites to con people.

“We are watching them and have already
informed the police and will take whatever
action we can to shut them down. 

“It is really important to say that the only
place you can register online is at
merseyflow.co.uk and the only number to
call to register is 01928 878878. 

"We would hate anyone to fall victim to

these criminals. These kinds of attempted
criminal scams are commonplace on tolling
schemes around the world.” 

India’s cyber crimewave
FROM the global ransomware attacks that
hit hundreds of systems to phishing and
scanning rackets, at least one cybercrime
was reported every 10 minutes in India in
the first six months of 2017. That’s higher
than a crime every 12 minutes in 2016.  

According to the Indian Computer
Emergency Response Team (CERT-In), 27,482
cases of cybercrime were reported from
January to June. 

These include phishing, scanning or prob-
ing, site intrusions, defacements, virus or
malicious code, ransomware and denial-of-
service attacks. 

With more Indians going online, cyber
experts said putting in place critical infra-
structure to predict and prevent cybercrimes
was crucial. 

Forgiving brave gran
A BRAVE grandmother helped police catch a
cruel crook who conned vulnerable pension-
ers out of more than £50,000 – and then
FORGAVE her.

Heartless Cheryl Mitchell, 35, of Aberdeen,
targeted her elderly victims by pretending to
be a council and utility company worker
when she turned up on the doorstep of their
homes.

Many of the old age pensioners she took
cash off were living in care homes and shel-
tered housing accommodation in the west
end of Aberdeen. The oldest victim was 102
years old.

Mitchell stole their bank details then
spent the cash on high value car rentals,
mobile phone top-ups and luxury holidays.

She even hatched elaborate plans to con
her elderly neighbours, taking advantage of
one woman who said her 79-year-old hus-
band who was expected to die after suffering
a major stroke.

Mitchell was found guilty of the crimes as
well as claiming more than £60,000 of bene-
fits she was not entitled to. She was jailed
for five years.

Medical cheats charged
THE US Justice Department said that it has
recently charged more than 400 people,
including 56 doctors, with committing
health-care fraud that generated $1.3 billion
in false billings.

“Too many trusted medical professionals
like doctors, nurses and pharmacists have
chosen to violate their oaths and put greed
ahead of their patients,” Attorney General
Jeff Sessions said at a news conference
where he was joined by other top U.S. law-

enforcement officials.
“They seem oblivious to the disastrous

consequences of their greed,” the attorney
general said.

Justice Department officials said the initia-
tive was the “largest health-care fraud take-
down operation” in U.S. history. 

Letter was a fake
A KILMARNOCK man who received a scam
letter saying he had won £385,000 is warn-
ing other people not to be taken in.

Allan Greig of Bellfield took the letter,
which is fraudulently using the People’s
Postcode Lottery’s logo, to the police, his
bank and Trading Standards.

Said Mr Greig: “At first when I read the let-
ter I thought it said we had won £385. But
then I saw all the zeros and realised it was
for £385,000.

“I knew I wasn’t in the People’s Postcode
Lottery and hadn’t entered any draw, so I felt
right away something wasn’t right.”

The dodgy letter asked Mr Greig to call to
claim his winnings, which were a share of
£45 million prize pot.

A spokeswoman for the People’s Postcode
Lottery told the Standard: “Legitimate lotter-
ies will not under any circumstances request
a payment in order to receive ‘winnings’. 

Goods were dangerous
A WOLVERHAMPTON shop offering danger-
ous tumble dryers and a broken microwave
covered in bird droppings for sale has been
fined £1,000 with £2,622 costs.  

Harbans Lal, 54, the owner of East and
West Aid, a registered charity on Moor
Street South, Blakenhall, has also been hit
with a £200 fine and a further £2,622 costs
by Wolverhampton Magistrates Court. 

Lal, of Regent Road, Tettenhall admitted
breaching consumer protection and unfair
trading regulations. 

Deaf man conned
ROGUE traders thought they could carry on
conning a deaf pensioner out of his savings -
but got a shock on their last visit.

They had manage to swindle £10,000 out of
the 70-year-old from North Hykeham after
repeated visits to his home but he eventually
got wise to the ruse.

The two teenage workman, from
Nottinghamshire, returned once again, only
to find police officers waiting for them,
Lincoln Crown Court heard.

Anthony Ward, now 20, of Hucknall Lane,
Nottingham, admitted the fraud charge and
was given 12 months suspended youth
detention and 150 hours community work.
The 17-year-old was sentenced to a 12
month youth rehabilitation order and told to
complete 100 hours unpaid work.

Home and away 



 

WHEN you go to bed your new, expensive car
is a target for clever thieves using sophisti-
cated transmitters to steal modern keyless
cars especially with the darker nights
approaching.

So the next time you go to bed don't take
your car keys with you – put them the
microwave, the fridge or the freezer.

Now this may seem, to you, to be a strange
if not stupid suggestion because what good
are they in the microwave or the freezer.

Well it is a fact that microwave's and freez-
er's cannot be penetrated by the signal trans-
mitted by the unique device used by thieves
because the metal blocks the signal.

Cars that use a keyless system can be stolen
to order because the thieves have obtained
devices that unlock the vehicle even though
the owner's key is inside the house.

An £80,000 Mercedes and a £60,000 BMW
X5 were recently stolen off the driveway using
the transmitter as the owner slept.

CCTV showed two men sprinting towards
the house. One goes to the car door while the

other, holding a bag, stands by the front door
of the house.

One of the men can then be seen moving
the bag around outside the front door, appar-
ently trying to detect a signal. Moments later,
the car lights come on and the two men are
inside and away. 

Keyless vehicles do not have traditional igni-
tion keys, instead coming with a plastic fob
that contains a computer chip and security
code.

When the fob is nearby, the code is detect-
ed by the car’s computer, allowing the driver
to start the engine at the press of a button.

It is thought that thieves could be using a
‘relay’ strategy with a pair of radio transmit-
ters. One gets as close as possible to the key
fob inside the house by holding a transmitter
close to the wall. The second holds his device
by the car door. The devices relay a signal to
unlock the vehicle.

With modern technology you don’t even
have to put your car keys in the ignition to get
started on your journey, just jump in with the

keys in your pocket and press the start but-
ton, off you go!   This is a great invention, but
it’s also a great invention to help the modern
electronic savvy thief to steal your car! 

If your vehicle has keyless entry, your key
will be emitting a unique radio signal which
your vehicle recognises, some vehicles even
unlock when your key is close and automati-
cally lock when you leave your car. 

So long your key is within the required area
of your vehicle, you will be able to start your
car and drive on your journey.
How to stop your car being stolen
When you’re at home you could put your keys
in any of the following places to help prevent
the signal being scanned by a thief who could
be lurking outside your property.
Inside your fridge or freezer
Microwave (don’t turn it on though)
Place it in aluminium foil
A metal biscuit tin or container

You can also get pouches for contactless
credit cards so the thieves cannot read your
keys signal whilst they're in your pocket.

Put your car keys in the oven
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Heir hunter’s £100k scam
A SELSEY 'heir hunter' has been given a two-
year prison sentence after admitting cheat-
ing 19 victims across the UK out of almost
£100,000.

Daniel Morgan Bates, 45, of Beach
Gardens, was sentenced by Judge Roger
Hetherington at Portsmouth Crown Court
having pleaded guilty to 19 offences of fraud
by abuse of position amounting to
£99,972.28, following an investigation by
Sussex Police.

Bates,who will spend 12 months in custody
and 12 months on licence, pleaded not guilty
to possession of criminal property and this
will lie on the court file.

Bates operated as 'Morgan Bates Services
Ltd', an ‘heir hunter’, researching family trees
and tracing the beneficiaries to estates of
deceased where no beneficiaries to the
estates have been found by the state.

He tracked down each person, calling them
to say they were beneficiaries of unclaimed
wills and got them to sign contracts so he
could claim the cash for them. 

He agreed to pay over the sums he got
from the official receiver, less his 25 per cent,
but he never did, ignoring victims, becoming
aggressive or using delaying tactics.

Bates had set up a legitimate 'heir hunter'
firm in 2012, carrying out the frauds
between July that year and June 2014.

Over that 23-month period he identified
his targets,secured written and signed con-
tracts, secured monies, not a quick nor
uncomplicated task, and then ceased all con-
tact, or when contacted lied and delayed.

One victim received just £2,083 out of
£13,852 from Bates after winning a County
Court judgement.

Another elderly victim thought she was
signing a contract for him to make a family
tree, so she contacted police after not receiv-
ing anything – when she should have
received £8,030.

Bates has failed to pay back any of the vic-
tims and police will now be taking proceed-
ings against him to seek confiscation of his
available assets. There will be a hearing
under the Proceeds of Crime Act at
Portsmouth Crown Court on November 3.

Shame of ex-mayor
FORMER mayor and town councillor Malcolm
Belchamber believed, according to the
police, that he was above the law.

But the law finally caught up with him and
Belchamber, 70, of East Ham Road,
Littlehampton, is now serving 18-months
behind bars for two offences of fraud, follow-
ing a Sussex Police investigation.

After the hearing at Hove Crown Court,
Chief inspector Justin Burtenshaw of Sussex
Police said: “Belchamber plainly felt that he
was above the law and wouldn’t be troubled
by a criminal investigation.”

Belchamber, a former Littlehampton Town
Councillor, had been convicted of the two
offences after a trial at the same court.

Belchamber received 12 months for having
made or supplied an article for use in fraud -
a letter falsely stating to Arun District Council
that a local council tenant was entitled to a
higher rate of housing benefit, contrary to
the Fraud Act 2006.

Video link gets £11m
THE video-enabled justice (VEJ) initiative in
Sussex, London and the south east has been
awarded £11m of funding from the Police
Transformation Fund.

Sussex Police and Crime Commissioner
Katy Bourne want to improve access to jus-
tice for everyone and the criminal justice
partners she haa worked with on this bid all
want to provide the best possible experience
for victims and witnesses to give evidence.

They recognise that the conventional
routes and processes into our courts are not
as effective or user-friendly as they could be. 

This funding will allow police to embed
video-enabled justice across the system and
deliver greater flexibility, saving police offi-
cers and witnesses up to five hours waiting
for court slots and not requiring police to
drive some defendants across the county for
a five-minute hearing.

At the core of the VEJ solution is a bespoke
scheduling service which will match up to
300 available video end points to participants
including the police, defence, Her Majesty’s
Prison and Probation Service staff, judge or
magistrate and defendant. 

So far the scheme has seen the installation
of live links at 14 police bases across Sussex
so police witnesses can provide evidence
from Bognor Regis to Rye.

Record fakes haul
WEST Sussex Trading Standards have seized a
record £1.3million worth of fake Apple prod-
ucts following a raid on a London warehouse.

Fake chargers, batteries, cables, head-
phones and adapters were seized from the
warehouse in Kingston-upon-Thames and the
discovery came purely by chance..

An investigation began after a charger,
bought for £59 from a shop in Haywards
Heath overheated.  The customer was
alarmed at how hot it became when charging
her Apple Macbook at home.

She contacted Trading Standards who later
found the charger was unsafe and fake by
Apple. The trail led to another shop in
Brighton and the warehouse whichwas an
Aladdin's Cave of counterfeit products..

Over a million pounds worth of fake stock
was found. They were instantly recognisable
as fakes because many had the same serial
numbers - a tell-tale sign as all official Apple
products carry unique serial numbers. 

“This operation uncovered the highest

value haul of fake products we have ever
been involved in. It is so important for two
reasons,” said Richard Sargeant of West
Sussex Trading Standards.

“Firstly we need to protect consumers from
purchasing potentially unsafe products and
secondly recovering £1.3m of fake goods
helps protect those traders who sell genuine
Apple products from being undermined in
the market place.”

Debbie Kennard, West Sussex Council cabi-
net member for stronger, safe communities,
said: “Hats off to the Trading Standards team
for recovering such a vast amount of illegal
goods.  It demonstrates the value of report-
ing anything suspicious to us, either by
phone or by email. So please contact Trading
Standards via Citizens Advice on 03454 04 05
06 or online via www.westsussex.gov.uk/tsre-
port if you think something is wrong."

Jailed for sex offences
A ST Leonards man has been sentenced to 19
years imprisonment for a series of sexual
offences against two young girls known to
him.

Mahmand Khadir, known as David, 33,
unemployed, of Carisbrooke Road, was sen-
tenced at Lewes Crown Court after being
found guilty following an eight-day trial.

He was convicted of one count of the
attempted rape of a child under 13 on one
specific occasion and two counts of sexual
assault on the same girl, on multiple occa-
sions between May 2005 and May 2008.

Khadir was also convicted of eight counts
of the rape of a girl under 13 on multiple
occasions between September 2014 and
December 2015 , and child cruelty against
the same girl on multiple occasions between
September 2013 and December 2015.

The girls were aged between nine and 12
at the times of the offences.

Car con couple jailed
TENS of thousands of pounds have been con-
fiscated and returned to the victims of two
rogue car dealers who defrauded £100,000
from people across Sussex. 

West Sussex Trading Standards said Lucien
Munn, 54, and Linda Atrell, 51,ere jailed in
2015 for advertising and selling hundreds of
written off cars via Autotrader and Gumtree.

At the time of when they were jailed West
Sussex County Council reported Munn was
living at an address in Copthorne while Atrell
lived in East Grinstead. 

Munn was jailed for three years while Atrell
was given a 21 month sentence. The pair
were also caught falsifying service histories,
and describing vehicles as “sold as seen” 

Trading Standards said that at Hove Crown
Court, a Proceeds of Crime Act resulted in
£67,000 being confiscated from Munn. He
was also ordered to pay £40,000 costs. Atrell
was ordered to pay £1,000.

SUSSEX NEWS ROUND-UP



 

A NEW app to help people screen nuisance
calls to their mobile phone and make it
easier for mobile users to log complaints
about potential scams has been launched
by the Telephone Preference Service (TPS).

TPS Protect promises to not only help
users avoid calls to their mobile that are
annoying at best or scams at worst, but it
also collects feedback from users by regis-
tering numbers that are blocked, reported
or complained about to give the number an
overall ‘trust score’ of one to five – one
being least trustworthy and five being most
trustworthy. 

These scores appear on your mobile
screen when you receive incoming calls, so
it can help users decide whether to answer
their phone when it rings.

During the app registration process, users
can also make sure that their mobile phone

number is registered with the TPS, the offi-
cial opt out register for people that do not
want to receive unsolicited sales or market-
ing calls.

A basic version of the app is available free
of charge, however there are additional
paid for features which are available for
free on a 60-day trial but cost 99p a month
thereafter.

These features include the ability to cre-
ate your own ‘blocked’ and ‘approved’ lists
of numbers. For example, it is possible to
screen out all calls with a trust score below
five – the maximum level of protection. 

This would ensure that only telemarketers
that have had a very low level of complaints
would be able to get through on your
phone.

Users are also able to customise their
lists to allow calls from specific groups to

get through, for example charities.
If you opt into the free trial you won’t

automatically roll onto the paid-for sub-
scription, the paid-for services will simply
stop working and you’ll be asked if you’d
like to become a paid-for subscriber.

Commenting on the launch, John
Mitchison, head of the TPS says: “When it
comes to scam and nuisance callers, don't
fight a lone battle. Stand up. Join the grow-
ing movement of people fighting back.

“TPS Protect is an app for your phone
that rates incoming calls using information
from consumers. 

“Each rating helps callers decide how
trusted an unfamiliar call could be, from
scammers with criminal intentions to some-
one you can trust. 

“When scam calls get reported, their trust
score drops. So your voice matters.”

Don’t suffer nuisance calls

This issue of Watch Out magazine has been sponsored by Where reputation matters
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A CYBER attack on one of the world’s biggest
credit rating agencies, Equifax, threatening the
data of up to 44 million people in the UK,  has
sparked a major secuity warning.

The response of US-based Equifax to the mas-
sive breach, in which it lost the personal infor-
mation of 143 million people to hackers, has
also been criticised.

The hack compromised a wealth of personal
data, including names, birthdays, addresses
and social security numbers - as well as credit
card numbers for more than 200,000 people.

Equifax admitted UK consumers were affected
by the breach but did not say how many, how-
ever the company is understood to hold the
data of 44 million British consumers.

The company took 40 days to inform the pub-
lic that it had been hacked and there was out-
rage after it emerged three senior executives at
the New York Stock Exchange-listed firm had
sold-off shares worth almost $1.8m (£1.4m)
before the breach was publicly disclosed. 

UK data watchdog, the Information
Commissioner's Office (ICO), said it is investigat-
ing the incident and has urged Equifax to con-
tact affected customers as soon as possible.

In a statement the National Cyber Security
Centre (NCSC) said it was "aware of a cyber
incident" and encouraged the public to contact
Action Fraud if they believe they have been the
victim of cyber crime.

Matt Hancock MP, the minister for digital,
said: “Clearly making sure that people have
good cybersecurity - and then when there's an

incident making sure that people know the con-
sequences of that - is incredibly important."

Consumers are warned to be alert for any
suspicious phone calls, texts and emails from
fraudsters claiming to be from their bank, the
police or other trusted companies, following
the potential data breach.

Fraudsters use the publicity surrounding such
events to make their scam approaches appear
more credible, and play on the fears of their
victims.

Katy Worobec, Head of Fraud and Financial
Crime Prevention, Cyber and Data Sharing at UK
Finance, said:
“Criminals often seek to exploit data breaches,
so it’s vital to be alert. Be extremely wary of
any call, text or email out of the blue, even if
they state there has been fraud on your
account. Fraudsters may already have some
information about you, so do not take this as
confirmation that their approach is genuine.
“Never give out any personal information if you
are at all suspicious. Instead contact your bank
on a number that you know, waiting five min-
utes before you make the call.”
Be wary of any calls, texts or emails purporting
to be from your bank, the police or a telecoms
company asking for personal or financial
details, or for you to transfer money.
Be wary of cold callers who suggest you hang
up the phone and call them back. Fraudsters
can keep your phone line open by not putting
down the receiver at their end.

Be on your guard
after cyber attack

This issue of Watch Out magazine has been sponsored by Where reputation matters
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Mark is a life-saver
MARK Goatcher, 27, has been nominated
for a St John Ambulance Everyday
Heroes award after he saved the life of a
13 year old boy

Mark, an school staff instructor of the
combined cadet force at City of London
Academy,  ran to help when someone
told him the boy had collapsed and gave
seven minutes of CPR until the ambu-
lance arrived.

After being in an induced coma, the
pupil made a good recovery and has
since met Mark in an emotional reunion.

He was due to hear whether he is a
winner as we went to press.

No laughing matter
LAUGHING gas dealer Sonny Chapman has
been jailed for two years and four months
after  police seized 14,000 canisters from
Islington and Camden.

Chapman, 27, of Warren Street,
Camden, was found guilty of two counts
of possession with intent to supply
nitrous oxide at Wood Green Crown
Court.

In September last year, police recovered
the 14,000 canisters from the Islington
address and from a car being driven by
Chapman in Gray’s Inn Road.

Baby threatened
POLICE in Kensington and Chelsea are
appealing for help in tracking two rob-
bery suspects on a moped who threat-
ened a couple and pointed a knife
towards a baby in a pram .

The two victims, a 31-year-old woman
and a 32-year-old man, were approached
by two men on a moped in Sprimont
Place, Chelsea, on September 2..

They threatened the couple with a
knife then forced them to hand over
their watches after pointing the knife at
their baby

Both suspects were wearing black
crash helmets, and are described as
being white males wearing navy blue
tracksuits and black Nike trainers.

Smile, you’re on camera
CAMBRIDGESHIRE police spent £442,370
on 917 body worn cameras – equating to
£482 per camera – ranking in the top 10
highest spending police forces.  

The Met Police was first on the list,
amassing a total spend of £15.5m fol-
lowed by Herts £614,000, Surrey
£600,000 and Sussex £496,000.

 

NEWS in brief



   

THE number of people killed in fires started
by candles has trebled in two years, prompt-
ing fire authorities and councils to issue a
warning about their use over Christmas.

Candle fires have risen by 10 per cent, from
991 in 2013/14 to 1,087 in 2014/15 – a rate of
three a day - while injuries caused by them
have increased by 9 per cent over the same
period, from 353 to 384, according to latest
government figures.

Deaths caused by candle fires have trebled
from five to 15 between 2012-15. 

The Local Government Association (LGA)
which represents more than 370 councils and
all fire authorities in England and Wales, is
urging people to take sensible precautions
with candles during winter and the festive
period when they are more likely to be used.
Recent candle fires and related 
inquests include:

A seven-week-old baby was injured after a
Christmas candle decoration made at school
caught fire, filling a home with smoke

A baby and two adults were taken to hospi-
tal after a candle left burning in a living room

set fire to a Basildon flat.
Firefighters tackled three fires involving can-

dles in the Wrexham area in less than a week.
A woman drowned in her bath in Sheffield

after breathing in smoke during a house fire –
which reached 600C - caused by a candle.

A night-time bedroom fire in Reading is
believed to have been caused by an unattend-
ed candle which destroyed the house.

Industry figures show candle sales have
increased by 17 per cent in 2016 and more
than a quarter of British households now buy
fashionable scented candles.

Cllr Simon Blackburn, chair of the LGA's
safer and stronger communities board, said:
"Candles and tealights have become increas-
ingly popular, but it's important to remember
that they are not just another decoration.

“Left unattended, the naked flame from a
candle could result in a devastating house fire,
injuring or killing you as a result.

“Three fires are started by candles every day
and insurance companies may not pay out if a
fire is deemed to be a result of negligence.

“People using candles should avoid becom-

ing a fire statistic by following important safe-
ty advice.
Candle safety advice
 Always place candles and tealights in a fire
resistant holder and on a flat and stable sur-
face. Scented candles are designed to liquefy
when heated to maximise fragrance
 Never leave burning candles unattended.
Put burning candles out when you leave the
room and put out completely at night
 Place your candles carefully. Never put
them under shelves, other enclosed spaces, or
place them out of the reach of pets and chil-
dren, and keep them away from flammable
objects.
 Don't move candles once they are lit
 Do not burn several candles close together
as this might cause the flame to flare
 Burn candles in a well-ventilated room, out
of draughts, vents or air currents. This will
help prevent rapid or uneven burning.
 Fit a smoke alarm and test it regularly. 
 Make sure that everyone in your home
knows what to do if a fire should occur -
practise your escape route.

Candles, the Xmas killer
Government figures reveal that deaths from candle fires have trebled in just two years
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REAL-life evidence has been used to compile a
report into the techniques and patterns of
trust used by fraudsters.

Working with speech pattern analyst Dr. Paul
Breen, senior lecturer at the Westminster
Professional Language Centre, Take Five – the
national campaign against financial fraud
backed by all major banks and key financial
services providers in the UK – has been looking
at the methods fraudsters commonly use to
scam members of the public into handing over
financial or personal information over the tele-
phone.

Recently published figures showed that the
UK lost £2 million each day in 2016 to financial
fraud.

In his report, Dr. Breen found that six ‘pat-
terns of trust’ emerged from his analysis of
real-life evidence drawn from recordings and
transcripts of scam phone calls. These were:
 Fraudsters will use snippets of information
about you, gathered together from different
sources, to sound like they know what they’re
talking about
 They create a false balance of power by
using apologetic language for taking up your

time to make you feel sympathetic towards
them.
 Criminals also remain patient as they con-
tinue to build up layers of seeming authenticity
until you’re convinced they’re legitimate
 They assume the identity of someone in
authority such as a fraud detection manager or
a police officer investigating an ongoing crime
Welcome your scepticism and turn it into a
weakness by acknowledging your concerns
about being security conscious
 Switch tempo and increase or decrease the
pressure by creating a false sense of urgency or
using understanding language

To coincide with the release of Dr Breen’s
analysis, Take Five has unveiled new research
which shows how Brits are vulnerable to the
techniques identified. 

When asked to rank factors that make us
more likely to trust a stranger over the phone,
the top three results were all tricks used in the
‘patterns of trust’ approach, with the most
popular being: ‘sounding like a nice person’
(46%) and ‘sounding like they know what
they’re talking about’ (42%). Almost a third list-
ed ‘offering to help with a problem’ (30%).

While on the whole Brits claim to be cautious
of trusting strangers without meeting them –
one in three (38%) claim to ‘never really trust
anyone’ when speaking over the phone – Dr.
Breen’s analysis of real-life frauds suggests that
fraudsters are well prepared for our scepticism. 

He argues that by using the ‘patterns of trust’
approach, the financial fraudster can build up
the appearance of legitimacy and get around
our general wariness of strangers by mimicking
the kinds of people we tend to believe.

Consumer research released along with Dr.
Breen’s report sheds further light on the char-
acteristics that tend to trigger Brits’ suspicions
of other people. 

Asked to rank popular fictional characters on
how much we mistrust them based on the way
they talk and act, the top five results were
Hannibal Lecter - Silence of the Lambs (21%),
Cruella de Vil - 101 Dalmatians (18%),
Professor Snape - Harry Potter (16%), Mr.
Burns - The Simpsons (14%) and Richard
Hillman - Coronation Street (13%), suggesting
that unpleasant personalities are a red flag for
most Brits.

Your profile of a fraudster

Advice to help
you stay safe
The Take Five campaign is ask-
ing consumers to help protect
themselves from financial fraud
by following this advice:
1. Never disclose security
details, such as your PIN or full
banking password
2. Don’t assume an email, text
or phone call is authentic
3. Don’t be rushed – a genuine
organisation won’t mind waiting
4. Listen to your instincts – you
know if something isn’t right
5. Stay in control – don’t panic
and make a decision you’ll
regret

The Take Five campaign aims
to put consumers and business-
es back in control with straight
forward advice to help prevent
financial fraud. 

For more information go to:
www.takefive-stopfraud.org.uk
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£100k to fight stalking

Commissioner happy with cold calling zone
A NEW no-cold-calling zone has been set up
in Bexhill-on-Sea to try and protect more res-
idents from cowboy tradesmen.

The scheme was initiated by Rother
Neighbourhood Watch after gathering hun-
dreds of signatures in support and it has got
the full support of Police and Crime
Commissioner Katy Bourne..

She attended the opening and said: “This is
a great example of successful partnership
working and credit must go to chairman Ted
Kemp for his tireless work making this possi-
ble.
.  “Rother Neighbourhood Watch is working
closely with Sussex Police, Rother District
Council and West Sussex Trading Standards
to tackle fraud on the doorstep.

“Fraud is affecting more UK residents than
any other type of crime so this no-cold-call-
ing campaign is a big step towards protecting
local people from falling victim to doorstep

scams and rogue traders.
“In East Sussex one in four residents is

aged over 75 and callous criminals are delib-
erately targeting this age group which is why
I am delighted to support this scheme to pro-
tect Bexhill residents from cold callers and
scams. The message remains: scams are
fraud and fraud is a crime.”

If you have been a victim of fraud, you can
report it to Action Fraud by calling 0300 123
2040 or visiting www.actionfraud.police.uk.  

However, if the victim is vulnerable or eld-
erly, please contact Sussex Police directly by
calling 101 or emailing 101@sussex.pnn.
police.uk.

The Commissioner also met the extraordi-
nary volunteers from 4x4 Assist to find out
how they help the police and other emer-
gency services.

4x4 Assist Sussex has more than 50 volun-
teers who offer support to the emergency

services in their own vehicles.
Paul Gibson was inspired to set up the

group in November 2015 after he and col-
leagues spent two days distributing urgent
water supplies to elderly and vulnerable resi-
dents when a water main burst in Hailsham
in May 2015. 

He realised more support was needed for
local towns and villages in times of adverse
weather and community crisis, so started the
group to focus on community resilience and
provide support for the emergency services
when resources are stretched.

The organisation has helped Sussex Police
with the removal of fallen trees, distributed
water during other incidents and helped
motorists in dangerous situations. 

The team also have agreements to move
NHS staff when snow or flooding hits the
county and they help with marshalling at
local events. 

VICTIMS of stalking in Sussex are to get
almost £100,000 worth of help and support.

Sussex Police and Crime Commissioner Katy
Bourne has donated £62,500 to a group called
Veritas Justice and a further £30,000 has been
promised by Sussex Police.

Veritas Justice is a community interest com-
pany based in Brighton and the Commissioner
said: “It has been clear to me for some time
that we need to invest in a local specialist
service for victims of stalking and that support
needs to be available whether or not victims
wish to make a report to the police.

“In 2015 I funded a pilot project in Brighton
& Hove to understand the demand for spe-
cialist support. This highlighted that there is a
very real need for a consistent, professional
and effective service to support stalking vic-
tims across the whole of Sussex.

“That is why I have awarded £62,500, and
Sussex Police has contributed a further
£30,000, over the next two years, to Veritas
Justice, who will provide a support service to
help victims across Sussex to cope and recov-
er as well as raising awareness of the risks
associated with stalking behaviours.“ 

The service will see two independent stalk-
ing advocacy case workers work with people
affected by stalking, who have been referred
by Sussex Police, the National Stalking
Helpline, Paladin National Stalking Advocacy
Service and other partner agencies.

The service Veritas Justice will provide will

include training for police officers and staff,
including call handlers. 

The latest figures from Sussex Police show a
staggering 363% increase in reports of stalking
between March and July 2017, compared with

the same period last year, so the police are
that victims are becoming more confident in
reporting and that officers are getting better
at recognising the signs of stalking and record-
ing it.

The two co-founders and directors of Veritas
Justice are Sam Taylor and Claudia Miles. Sam
is a visiting lecturer at the University of
Brighton.

In 2011 She gave evidence and was instru-
mental in the Stalking Law Reform campaign
having experienced four years of stalking by
her former partner. This landmark campaign
led to the introduction of stalking becoming a
criminal offence in 2012.. 

Claudia is a qualified solicitor with a Masters
in Human Rights and Gender Studies. 

She is also a visiting lecturer at the
University of Brighton where she develops
and delivers sessions in stalking, domestic
abuse, child protection and criminology
Claudia is an accredited Independent Stalking
Advocate and facilitates training and support
for individuals and organisations in
Safeguarding, Stalking, DASH and Litigant in
Person workshops.

Nick Podd is also part of their experienced
team and he is their cyber security expert.

If you’ve been a victim of stalking, you can
report it to Sussex Police by calling 101 or vis-
iting https://sussex.police.uk/contact-
us/report-online. If you’re in immediate dan-
ger, always call 999.

PCC Katy Bourne




